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Abstract Decentralization has gained a lot of attention due to its application in
diverse fields. It is pioneered largely by bitcoin, a blockchain technology, and a
financial application of decentralization, which has impacted a lot on how financial
transactions happen in a secure manner. The advantage of using this technology is
that there is no central authority to rely on. Thus, a decentralized storage of medical
records would allow forgeries on the records to be reduced. We propose a solution
to avoid forgery in healthcare sector using blockchain. The blockchain network in
the proposed system will time-stamp and store healthcare management data and its
associated files in the network storage. The network is decentralized; thus, the data
is inherently secure. Yet this approach may create a storage exploitation and may
lead to breakdown of the system. However, a machine learning-based classification
model is used to decide upon which records that get into the blockchain to reduce the
required storage. Hence, a system to securely store healthcare data using blockchain
technology can be implemented or created.
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1 Introduction

Blockchain technologies are really fascinating the researchers largely due to their
success of the bitcoin cryptocurrency. The main reason for this fascination is that
the applications which ran only through a centralized authority can now operate as
a fully decentralized authority and achieve the same functionality with the same
amount of certainty, with blockchain in that place [1]. Satoshi Nakamoto explained
functionalities of blockchain and proof of work [2]. Figure 1 shows the structure
of blockchain [3]. With this huge advancement, researchers are trying to implement
blockchain in different scenarios rather than this cryptocurrency scenario. Some of
the areas where researchers are trying to implement blockchain are finance [4, 5],
healthcare to utilities, IoT field [6], music industry, real estate, and the government
sectors.

Mizrahi [7] proposed how assets that can be uniquely identified by one or more
identifiers can be registered in blockchain. This can be used to verify ownership of
an asset and trace the transaction history. Any physical or digital property such as
real estate, automobiles, laptops, and other valuables can potentially be registered in
blockchain. The ownership and transaction history can be validated by anyone.

Mettler [8] projected how blockchain can prevent the counterfeiting of given
drugs in the pharmaceutical industry. Estonia [9] is implementing a blockchain-
based healthcare management record to store it in a hacker-proof manner. In that
project, logs of access of healthcare data and audit data are stored in blockchain.
All the users can see when the data is accessed, but the access log cannot be modi-
fied.

Nowadays, healthcare data is more important since it can be modified by higher
authorities. Hence, the security of this healthcare data becomes questionable. If
patients get affected by medications or treatments given that cannot be proved by
them, it can be easily counterfeited. This happens because we completely rely on the
centralized record management system maintained. So, we need to build a system
which records the medications or treatments given in such a way that it is impossible
to be counterfeited even by the higher authorities. Hence, the original treatments
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given cannot be hidden from the eye of society. To achieve this, we have to store all
surgery details from patient’s surgery approval date to surgery date in blockchain.
Especially heart, brain, and cancer surgeries are major in India, which has to be
monitored very seriously.

We are implementing blockchain for healthcare data. To reduce the storage in
blockchain, we are storing only the patient’s details who needs surgery by classifying
their heartbeat signals.

Dokur and Olmez [10] developed a method for abnormal heartbeat sound decision-
making process comprising three main stages. At the first stage, S1-S2 sounds are
segmented [11], i.e., their timings are determined. S1-S2 sounds are used to extract
the features of the heartbeat signals. At the second stage, feature vector elements are
formed by using the wavelet plane. At the last stage, classification process is realized
by a SVM learning algorithm [12].

Our system mainly focuses on securing the healthcare data using the blockchain
technology. Since the healthcare data is very large in size, we have restricted ourselves
to heart diseases. To fasten the process of diagnosis, CNN machine learning algorithm
has been implemented to classify the heartbeat as normal or abnormal using the
heartbeat signal recorded. The heartbeat signals have been first preprocessed. Then,
noise has been removed by applying a low-pass filter. The features are extracted from
the signal by FFT method. CNN model has been built using the features extracted,
which is then later used for classifying heartbeat signals.

2 Proposed System

The machine learning phase classifies the heartbeat signals into normal or abnormal
to find critical cases which have to be stored securely. We used blockchain to prevent
those critical data from tampering. Additionally, we are analyzing the data stored in
blockchain and identifying disease spread in the country with the help of GeoSmart
contract.

2.1 Heartbeat Classification Phase

In this phase, we have implemented CNN to classify heartbeat signals into normal
or abnormal. It includes training as well as testing phases. It consists of data prepro-
cessing, feature extraction, and classification process.

Normalizer and Noise Remover. This module takes a normal WAV file as input.
WAV file contains time domain signal values. There are some complex operations
on these signals. We have applied random normalizing function which converts the
amplitude values within —1 to 1 to make those operations easier. The heartbeat signals



154 V. Vetriselvi et al.

wav file
E— Normalizer

Normalized signal

features
Normalized signal

——

low pass filter
Noise removed
signal

Fig. 2 Process of feature extraction

recorded might have extra noises which affect the accuracy of the classification. So,
a Butterworth low-pass filter has been created to filter out frequencies greater than
2.5 Hz. However, normal human heartbeat frequencies maxes up to 2.5 Hz.

Feature Extraction. Features of each WAV file are needed to train the CNN
classification algorithm. The coefficients of FFT have been taken as features. Formula
of FFT is given in Eq. (1) [13].

N—-1

X(k) = Zx(n) . e~/ @rIN)nk 0

n=0

where X (k) is frequency domain samples, x(n) is time domain samples, N is the size
of FFT, and k varies from O to N — 1. To improve the accuracy of the classification,
FFT has been done two times before and after noise removal and concatenate them.
Flow of this procedure is given in Fig. 2.

CNN Classification Process. Training part of classification model has been
done using convolutional neural network to get higher accuracy than other
classification algorithms. For this CNN training, we have feature vectors as
input. There are two hidden layers. We have two nodes in output layer
to classify heartbeat signal as normal or abnormal. Initially, weights and
biases are randomly assigned in this CNN; then weights and biases will be
updated in upcoming iterations. Finally, this model predicts the heartbeat sig-
nal as normal or abnormal. A full classification process has been shown in
Fig. 3.



Preventing Forgeries by Securing Healthcare Data ... 155

Patient | Valication
Details Packet
______/.--|'_'-: Recieving

<
il dea: bea:ﬁl L | Local |.__veri1i<:a'.|cn
i |_ Storage [ Packel
labels ‘Jﬁ —— ket
# - Block
arsin: dati
Normalizer 9 Validation
—_— Geo Smarnt
M B wal Contract
ose-bmena Algorithm Received
Testing pron Packet
Heartbeat ) Verification
— o Feature . |
{ Extraction | Storing Data |
- i, I r T
Pre-processing CNN
and feature Classification —
extraction Model — ) .
Descard if Broadcasting
——

Data packet +——

Fig. 3 Block diagram of a proposed system

2.2 Transaction Generation Phase

When the heartbeat signal is classified as abnormal, the patient has to undergo many
screening processes. Once the surgery has been confirmed, the patient’s details should
be stored in blockchain. This phase comprises hashing the patient details, analysis
of disease spread, and verification processes. Every transaction begins in this phase.
Refer Fig. 3.

GeoSmart contract. Geo location data is extracted from patient details. This
module will be triggered whenever a transaction is added to the blockchain. Here
the flow of smart contract is given in Figure 4. Initially, smart contract parses the
transaction, gets the location of the patient, and then alters the cumulative spread
identity. GeoSmart contract gives us the survey of heart disease spread in all cities
using geolocation data from the patient details.

3 Experimental Results

This section explains about the results obtained in CNN classification process and
GeoSmart contract procedure which are described in previous sections.
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3.1 Dataset Used

Heart signal recordings in the physionet heart signal database were sourced from
several contributors, collected at either a clinical or nonclinical environment, from
both healthy subjects and patients. The training set consists of five folders (A through
E) containing a total of 3126 heart signal recordings, lasting from 5 to 120 s. The
recordings were collected from different locations on the body. In both training and
testing sets, heart signal recordings were divided into normal as well as abnormal
heart signal recordings. The normal recordings were from healthy subjects, and the
abnormal ones were from patients with a confirmed cardiac diagnosis. All recordings
have been provided as .WAV format [14].

3.2 Accuracy in Classification of Heartbeat Signals

The cardiac sounds are selected from the physionet heart sound database. We used
sixth-order Butterworth filter with cutoff frequency 2.5 Hz. All signals above 2.5 Hz
are filtered out. Then we applied FFT algorithm on it and got features from that to
train the CNN model. Accuracy of the prediction over the different size of dataset
has been shown in Fig. 5.

When the size of dataset increases, the accuracy of the classification model also
increases.

3.3 Comparison with Previous Approaches

We compare accuracy of our system with previous works with the help of following
Eq. (2).

TP + TN
Accuracy = 2)
TP + TF + TN + FN
Transaction Parse the Identify the
transaction location
Y
Increment the |, Search in
count N database

Fig. 4 Flow of GeoSmart contract
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Tabl.e 1 Comparison with Approach Accuracy
previous approaches
NN-2 layers [15] 0.79
DNN [16] 0.80
AdaBoost and CNN [17] 0.86
Our system 0.88

TP, FP, TN, and FN represent true positive, false positive, true negative, and false
negative, respectively. Comparison with previous works with our work is shown in
Table 1. Accuracy of our system is 88%.

3.4 Blockchain GeoSmart contract and Transaction
Acknowledgement

Figure 6 states that the system is updated on execution of each transaction by
GeoSmart contract. The bundled transaction is parsed, and the frequency of occur-
rence of surgeries is viewed in the front end.
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Fig. 5 Comparison between accuracy when varying size of dataset
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Fig. 6 Result of GeoSmart contract

Fig. 7 Internal log of peer (hyperledger fabric)

Figure 7 is the internal log of one of the peer nodes. The peer is installed with
chaincode. Logs state that the peer has received a transaction for chaincode invocation
and the transaction identity (Txid) of executed transaction is notified. Thus, we can
infer that the fabric is storing transaction in the blockchain storage.

4 Conclusion and Future Works

In our system, CNN has been used for the classification of heartbeat signals and
hyperledger has been used for building blockchain. If the heartbeat is classified
abnormal, then the corresponding patient has to undergo a surgery if needed. The
surgery details have been considered as a transaction and broadcast in the blockchain
network. Hence, the surgery details cannot be modified. In future, any machine
learning algorithm which gives more efficient results than CNN can be used. X-
ray reports, blood reports, etc., are not being stored in blockchain; these important
reports also can be stored in blockchain. Due to scalability issues, we have restricted
ourselves to heart surgeries; this can be extended to support all kinds of treatments
and surgeries.
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