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Systematic Survey: Secure and Privacy-Preserving Big Data Analytics in Cloud
Arun Amaithi Rajan and Vetriselvi V

Anna University, Chennai, India

ABSTRACT
Massive data are being generated exponentially every day. Therefore, analytics over data is 
inevitable nowadays to gain meaningful insights. Big Data Analytics (BDA) is powerful in critical 
applications while making effective decisions. Since the data to be processed are enormous in local 
systems, it is getting stored and processed in cloud platforms. Most of the clouds are public which 
are third-party resources. Security and privacy are the greatest concerns when it comes to the 
cloud. In the Big Data era, secure and private BDA has acquired the center of attention. This survey 
analyzes the various security and privacy solutions for BDA in the cloud environment from the 
combined perspectives of the three main subsystems: secure access control, secure data storage, 
and secure and private learning. Various techniques are studied and presented in each subsystem. 
The primary aim of this paper is to provide an overview of secure and private BDA in the cloud. 
Research challenges and future research directions in this area have also been presented.
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Introduction

We are living in an era of big data. ‘Big data’ is a general 
term for large and complex structured and unstructured 
data so that conventional data processing applications 
and systems cannot adequately handle them. Small-scale 
and homogeneous data are relatively easy to process, 
whereas processing large-scale heterogeneous data is 
tedious.

Tremendous data are being generated from various 
sources, such as the Internet of Things (IoT), Health 
care, Education, Banking, and Internet of Vehicles 
(IoV) domains. A single airplane could generate 10 TB 
of data in 30 min.1 So, imagine the huge explosion of data. 
These data need not be grown linearly. Interestingly, it is 
booming in an exponential fashion. Big Data has the 
following characteristics (5Vs)2 and is shown in Figure 1.

Volume – Describes how much data would be pro-
cessed. Both structured and unstructured data are 
possible.

Velocity – Rate of data generation, which establishes 
the data’s true potential.

Variety – Heterogeneous and diverse sources and the 
nature of the data.

Value – Usefulness of the gathered data.
Veracity – Describes degree of fineness of the data 

coming from various sources.
Raw data do not reveal any interesting hidden infor-

mation or pattern in it. So, we need some data analysis. 

Processing huge data will help us gain useful insights 
from it, and the knowledge derived from the data helps 
us to make better decisions in critical applications.3 We 
can call this process as Big Data Analytics (BDA). This 
involves data cleaning, data transformation, mining, 
and so on. Artificial intelligence (AI) learning algo-
rithms play a major role in identifying complex patterns 
or deriving new insights from complex data. BDA helps 
in making quick and better decisions in every domain, 
and additionally, it contributes more to risk manage-
ment with minimal cost. BDA is of different types, 
namely predictive, descriptive, prescriptive, and diag-
nostic analytics.4

Descriptive Analytics: This type of analytics pro-
vides an answer for what has occurred and manipulates 
raw data from many data sources to provide significant 
information about the past. These findings, however, 
merely point out as to what is correct or wrong without 
explaining the reason.

Diagnostic Analytics: This type of analytics is where 
historical data can be compared to other data to throw 
light on why something occurred and provide an in- 
depth understanding of a specific issue. At the same 
time, we need to have comprehensive data available; 
otherwise, data collection can be time-consuming and 
unique for each problem.

Predictive Analytics: This kind of analytics indicates 
what is most likely to occur (predict). It is a useful tool 
for forecasting since it uses the outcomes of descriptive 
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and diagnostic analytics to locate clusters and excep-
tions and to predict future trends. It falls under the 
category of advanced analytics. It offers several benefits, 
including sophisticated analysis based on deep learning 
(DL) and machine learning (ML), and the proactive 
approach that forecasts enable. However, as forecasting 
is merely an estimate, the accuracy of which is signifi-
cantly controlled by the stability of the situation and the 
quality of the data, it involves careful preprocessing and 
regular optimization. Nowadays, predictive analytics is 
becoming the center of attention in the industry and in 
academia.

Prescriptive Analytics: This analytics combines cut-
ting-edge tools and technology, such as ML, business 
rules, and algorithms, making it complex to deploy and 
administer. Its goal is to prescribe what action to take to 
solve a future problem or to fully capitalize on 
a promising trend. Figure 2 clearly shows the complex-
ity level associated with each type of BDA.

When data grow larger, analytics using that data is 
not as easy as expected in local systems. It requires more 
memory space to accommodate big data and high pro-
cessing systems to do analytics over big data. It requires 
large servers for which we rely on third parties. Here is 
where cloud computing comes into the picture. Cloud 
providers such as Google, IBM, and Microsoft provide 
more storage and distributed computational ability to 
handle the data efficiently.5 Cloud services provide 
Software as a Service, Platform as a Service, 
Infrastructure as a Service, and so on that could be 
utilized by us to process high voluminous data simulta-
neously and efficiently.6

There are some issues in processing high voluminous 
data in the cloud, such as scalability, reliability, lack of 
data, and data and analytic security. In cloud systems, 

privacy and security have become the greatest concern.7 

More often, the big data getting analyzed is related to 
the person or to the things which should be protected in 
the specific context. Since trust is questionable in third- 
party cloud services, BDA in the cloud is leading to data 
leakage sometimes. To overcome this issue, we need 
secure and private BDA. Generally, confidentiality and 
privacy create some confusion between them. Tran 
et al.8 clearly state that confidentiality is “data- 
oriented”, whereas privacy is “data-owner-oriented.”

Figure 3 depicts the general architecture of secure 
and private BDA in the cloud. In this architecture, 
there are three subsystems: access control (AC), data 
storage, and learning modules where security and priv-
acy can be investigated. Secure AC (SAC) is an impor-
tant subsystem that does a kind of entry-level restriction 
where attackers try to get into the system. Secure storage 
provides added security even if AC is breached and the 
data will be in an encrypted format in the cloud. Secure 
and private learning of BDA is the most crucial level 
where insights are learned without revealing the data 
owner’s identity and confidentiality of the data. Thus, 
secure and private BDA in the cloud can be achieved by 
working on these three major subsystems. There are 
specific surveys on each subsystem.3,9,10 However, it 
needs to be considered as a single architecture as 
shown in Figure 3 and developed together. This paper 
focuses on the state-of-the-art secure and private BDA 
in the cloud environment from the major focused area 
perspectives as mentioned in Figure 4.

In the big data era, privacy is more concerned with 
sensitive data. In search of recent research challenges and 
future directions in the prospective research area “secur-
ity and privacy of BDA in the cloud,” we are in need of 
a systematic and a comparative study on recent secure 
and private BDA techniques in the cloud. To the best of 
our knowledge, none of the surveys on secure and private 
BDA in the cloud have focused together on these three 

Figure 1. 5V’s of big data.

Figure 2. Types of BDA.
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major areas: SAC, secure data storage, and secure and 
private learning of BDA in the cloud, which motivated 
us to survey secure and private BDA in the cloud.

The major contributions of this paper are as follows.

(1) Systematic survey has been conducted on secure 
and private BDA in the cloud.

(2) Recent research done on three major subsystems: 
SAC, secure data storage, and secure and private 
learning of BDA have been briefly summarized.
a. The need for SAC with the most recent SAC 

mechanisms has been explained.
b. The importance of secure data storage has 

been elaborated with different types of algo-
rithms in it.

c. Secure and private learning techniques 
involved in BDA are detailed.

(3) The scope for future research directions of secure 
and private BDA in the cloud has been outlined. 

The rest of the paper is organized as follows: 
Section 2 explains the literature search methodology. 

Section 3 presents the existing techniques in SAC. 
Analysis of secure data storage has been detailed in 
section 4. Existing secure and private learning techni-
ques have been elaborated in section 5. Section 6 dis-
cusses applications that require security and privacy. 
Future directions in this research domain are focused 
in section 7, and section 8 concludes the paper.

Our search methodology

We have conducted a brief study to complete this systema-
tic survey. Finding research articles for this study is an 
iterative and time-consuming manual process. We 
adopted systematic literature review process for selecting 
and reviewing articles as explained in a research article by 
Snyder.11 We fetched research and survey articles from 
popular publishers such as IEEE, Springer, arXiv, 
Elsevier, MDPI, and ACM, with the keywords such as 
“big data analytics,” “security,” “privacy,” and “cloud” 
and during the period 2016–2022. We got around 300+ 
articles from our search. We have reviewed and picked 70+ 
papers manually as process shown in Figure 5.

There are two phases in the selection process: abstract 
screening and full article screening. While reviewing, we 
focused on the scope, scientific depth, and novelty of the 
article. After abstract screening, most of the articles are 
removed based on the inclusion criteria. Minimal amount 
of articles are removed after full article screening. Finally, 
the selected articles are categorized into three groups which 
help us to review and summarize them quickly. Table 1 
shows the number of papers referred by each publisher.

The pie chart in Figure 6 shows the recentness of 
articles and our survey. For this chart, we excluded the 
literature which has been used to cite the definition of 

Figure 3. Secure and private BDA in the cloud.

Figure 4. Focused research areas.
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some technical terms. There exists a simple study on 
privacy and security in the general big data paradigm12 

which has taken literature until 2016. This prompted us to 
choose articles from 2017. Specifically, around 70% of the 
articles are in the period 2020 to 2022 for our survey. In 
each subsystem: SAC, secure data storage, and secure and 
private learning of BDA, we have taken survey articles and 
recent research articles.

Figure 7 explains the categories of recent techniques 
in each subsystem. This shows the summary of the 
conducted survey.

Secure access control

This section briefly analyzes the recent SAC mechan-
isms in the cloud. AC is a basic protection for applica-
tions in the cloud. Bypassing SAC is a major attack 
technique used by attackers. So, secureness of AC 
should be kept with high priority. AC in cloud security 

Figure 5. Research articles selection process.

Table 1. Publishers and papers count.
Publisher Papers count

IEEE 23
Springer 17
Elsevier 10
MDPI 10
arXiv 9
ACM 7
Others 16

Figure 6. Recentness of the survey.
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is a system with which an organization can regulate and 
monitor permissions, or access to their data by formu-
lating various policies suited chosen by the 
organization.9 AC in cloud security helps organizations 
gain macro-level visibility into their data and user 
behavior.

Reduced security risk from unauthorized access to 
physical and logical systems is the main aim of AC. AC 
guarantees that security technology and AC policies are 
in place to secure sensitive data, such as customer data, 
and is a critical part of security compliance programs. 
Access to networks, computer systems, applications, 
files, and sensitive data, including Personally 
Identifiable Information and Intellectual Property, is 
typically restricted by architecture and policies within 
organizations.

In dynamic IT environments involving both 
cloud services and on-premises systems, AC solu-
tions can be complicated to manage. Technology 
providers have switched from single sign-on solu-
tions to unified access management, which provides 
access restrictions for on-premises and cloud set-
tings, as a result of some high-profile breaches.13 

Figure 8 shows a clear overview of SAC in cloud 
applications.

There are more research studies14–16 actively going 
on in the area of SAC. El Sibai et al.9 critically reviewed 
the SAC mechanisms for the cloud and categorized as 
Mandatory AC, Identity-based AC, Attribute-based AC 
(ABAC), and Role-based AC (RBAC). The authors 
explained the mechanisms in detail with scenarios that 

made it easier to grasp. Comparison of AC mechanisms 
is evaluated using the following criteria: separation of 
duties, least privilege principle, policy management, 
scalability, capability delegation, safety, and flexibility 
of configuration. In another article, Sahi et al.17 inter-
estingly surveyed the state-of-the-art existing secure and 
privacy–preserving AC mechanisms in e-healthcare and 
presented ABAC and RBAC in health-care environment 
with different scenarios.

Based on the analysis of the latest articles on SAC 
techniques, four major techniques are being utilized 
in recent days as depicted in the following Figure 9. 
These techniques are briefly explained in the follow-
ing subsections. Blockchain (BC) technology has 
occasionally been integrated with other AC techni-
ques nowadays.

Figure 7. Articles categorization summary.

Figure 8. Overview of secure access control in the cloud.
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Attribute-based access control

Based on the user’s or the resource’s attributes, the 
ABAC model approves or rejects a user’s request to 
access confidential systems.18 More attributes are 
included in access structures, including authentication 
level, user qualifications, location, and time. On the 
internet, there is a vast amount of private information 
kept by outside parties where security is in doubt. 
Storing the data in an encrypted form is one way to 
address this issue and guard the data against any 
unauthorized usage. This solution’s biggest drawback 
is that it forbids sharing encrypted data at a finer level.

To solve the above problem, attribute-based encryp-
tion (ABE) is being introduced. ABE is a kind of public- 
key encryption where the ciphertext and the user’s 
secret key are reliant on attributes. In such a system, 
a ciphertext can only be decrypted if the user key’s set of 
attributes coincides with those of the ciphertext. Goyal 
et al.19 introduced ABE, specifically Key-Policy ABE 
(KP-ABE) for fine-grained AC of encrypted data in 
2006 and Waters et al. introduced Ciphertext-Policy 
ABE (CP-ABE) in 2007.20 Since ABE is advantageous 

in the IoT environment, it helps to store data securely in 
untrusted storage. Rasori et al.21 deeply investigated 60+ 
ABE schemes that are suitable for the IoT environment. 
Comparative analysis has been done on access struc-
ture’s expressiveness and on key performance indica-
tors, such as producer bandwidth overhead, key 
authority bandwidth overhead, and CPU load. The 
authors projected drawbacks such as traceability, 
accountability, puncturability, and post-quantum secur-
ity of ABE in IoT.

Figure 10 explains KP-ABE and CP-ABE in the 
health-care scenario. In KP-ABE, the data owner creates 
a ciphertext that is encrypted with the user’s attribute 
who is capable of accessing the data and sent to the 
cloud storage. After that, a user who needs the data 
can get the ciphertext by accessing the cloud. The user 
can then decrypt the ciphertext by producing a key to 
decrypt the ciphertext and building an access structure 
depending on their attributes. For instance, the data 
owner encrypts the data and uploads it to the cloud 
with the attributes [Nurse, Doctor]. The user with the 
[Doctor] or [Nurse] attributes can create an access 
structure so that the user can generate a key to decrypt 
the ciphertext.

In both CP-ABE and KP-ABE, the data owner can 
specify who has access to the data. The access structure 
and key are generated differently depending on who 
does so. In contrast to KP-ABE, which relies on the 
user to generate a key directly, CP-ABE needs an 
authority that can issue keys after confirming the user 
attributes. CP-ABE attributes are used to define a user’s 
credential, and the encryptor decides who can decrypt 
the data. KP-ABE attributes are used to describe the 
encrypted data, and policies are embedded into the 
user’s keys. Recent techniques are incorporated with 
the traditional ABE schemes are explained below.

Figure 9. Secure access control techniques.

Figure 10. KP-ABE and CP-ABE.
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Traditional CP-ABE with enhanced security was 
implemented by Chinnasamy et al.14 They make use of 
SHA1 to secure the policy inside the ciphertext. Hiding 
access policy using SHA1 within the ciphertext is the 
greatest contribution here in this article. Ciphertext size 
also gets reduced since a hash is computed. 
Computational costs of existing CP-ABE schemes are 
analyzed with the proposed CP-ABE scheme and 
proved its efficiency.14 Hwang et al.22 focused on the 
key abuse issue in the CP-ABE scheme where the user 
can share their keys with others which let them access 
the cloud server with legitimate keys. The authors pro-
posed a solution by verifying the user identity with 
a tracking facility. Verifiable outsourcing is required 
for this scheme to achieve SAC and user anonymity in 
key distribution. System has been simulated using the 
medical data sharing in the cloud with Internet of 
Medical Things (IoMT).

Wang et al.23 developed a secure cloud storage frame-
work with AC based on CP-ABE over Ethereum BC 
technology. This framework provides a decentralized 
AC mechanism to avoid major threats. Multi-authority 
ABE is exploited, and Ethereum is utilized to convert 
the traditional centralized ABAC to distributed ABAC. 
The performance of the designed framework is 
expressed in terms of execution time plotted against 
a number of attributes. The developed framework23 

runs 4× times more than the general CP-ABE. This 
system brings development in both security and perfor-
mance of CP-ABE.

New AC with privacy preservation using CP-ABE 
and local differential drivacy (LDP) was introduced by 
Song et al.24 This takes ABE to the next level 
(Differential Privacy (DP) is explained in the later sec-
tion). They enhanced the privacy level and the perfor-
mance using perturbation and encryption with CP- 
ABE. A comparison of synthetic datasets and real-time 
datasets has been done to evaluate the performance of 
privacy AC. The privacy rate of AC is improved by 
adding LDP.

Yang et al.25 proposed a self-adaptive AC in health 
care that handles normal and emergency medical situa-
tions efficiently. They utilized the ABE schemes to pro-
vide AC and introduced a break-glass access mechanism 
that handles emergency medical conditions and cross- 
domain data sharing. The goal of a break-glass access 
methodology is to enable the recovery of all patient 
history medical records using a password-based break- 
glass key. It is evident from the analysis that ABE 
schemes are adaptable and can be used in conjunction 
with cutting-edge technologies to offer AC. As CP-ABE 
is more informative and efficient, it is more utilized. 
Issues in ciphertext, key, security, and performance of 

CP-ABE are focused, and solutions are proposed 
using BC and LDP in recent years.

Role-based access control

The main idea behind RBAC is to provide restricted 
access to the system depending on the role of a user 
within an organization. RBAC is one of the principal 
methods in advanced AC.26 The levels of access that 
users have to the application are described by the roles 
in RBAC. Access can depend on many things, like 
authority, accountability, and job proficiency. Access 
to computer resources can also be restricted to particu-
lar operations, such as the capability to view, create, or 
alter a file.

Because of this, lower-level users typically do not 
have access to sensitive information if they do not 
require it to carry out the tasks. RBAC will assist in 
protecting sensitive data and vital applications in the 
organization. Figure 11 resembles a situation in which 
RBAC is used. Student-grade database is a sensitive 
storage which should be only modifiable by teaching 
and admin faculties. Students should be only able to 
view the grades. This scenario at education institutes is 
achieved via RBAC.

There exist more techniques to provide access based 
on the roles. Alshammari et al.27 combined two AC 
mechanisms (task-based and role-based) and came up 
with new cryptographic task-role-based AC. A secure 
and private cloud system is designed based on trust 
between the owner and the consumer. Based on the 
trust, a particular “Task T” can be executed by 
a particular user with “Role R” in this system. The 
trust model is verified with multiple attacks such as 
Sybil and collude. Kim et al.28 argued that RBAC 
added with BC is more efficient in video surveillance. 
Access is restricted via the role of the user, and integrity 
is maintained in a BC network. Simple RBAC mechan-
isms are being incorporated with the latest technologies 
to enhance security.

Figure 11. Role-based access control.
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Blockchain-based access control

This section of the article concentrated on AC, which is 
majorly based on BC. Generally speaking, BC is 
a mechanism for storing data in a way that makes 
system modifications, hacking, and cheating difficult 
or impossible. Nakamoto29 established the BC model 
in 2009. A BC is a digital database of transactions that 
is duplicated and dispersed among a network of com-
puters. Whenever a new transaction starts on the BC, 
a copy of that transaction is inserted into each and every 
participant‘s ledger. Each block on the chain comprises 
some transactions. The term Distributed Ledger 
Technology (DLT) describes a decentralized database 
maintained by several people.

BC is another type of DLT in which transactions are 
stored with an irrevocable cryptographic signature 
known as a hash. To breach a BC system, hackers 
would need to change every block in the chain across 
all distributed versions of the chain. BCs like those used 
by Bitcoin and Ethereum are constantly expanding as 
new blocks are added to the chain, greatly enhancing the 
security of the ledger.30 Figure 12 displays the BC’s 
fundamental structure.

Recently, Deep et al.31 offered a robust and interest-
ing authentication method using BC . So, it is more 
difficult for an insider process (who is working in the 
organization) to alter user login information through-
out user authentication. Due to the distributed ledger- 
based authentication mechanism, the insider is unable 
to access the user authentication data. Using unique IDs 
and signatures, all the users (insider and outsider) are 
securely verified. Insider activity can be tracked, and the 
activity logs cannot be altered as they are stored in 
the BC . Additionally, the cloud database’s user AC is 
authenticated. Their mechanism31 is tested using the 
Scyther formal system tool for resistance to denial-of- 
service and no-replay attacks.

In health care a controllable BC-based Electronic 
Health Record (EHR) sharing scheme has been pro-
posed by Li et al.15 BC is combined with interplanetary 
file systems (IPFS) to provide efficient and secure EHR 

sharing. IPFS-based EHR management is implemented 
for decentralized sharing of all EHRs and BC-based 
EHR management for secure abstract accessing. The 
public key of the patient is used to encrypt the EHR 
abstracts. AC over the EHR is in the data owner’s hand. 
The BC is used as an intermediate authentication system 
to reroute the requester to the actual EHR. As BC is 
tamper proof, it provides data integrity while SAC. The 
next subsection focuses on how quantum-based techni-
ques are used for SAC.

Quantum-based access control

The majority of authentication mechanisms in classical 
cryptosystems are based on cryptographic primitives. 
For instance, RSA and ElGamal are cryptosystems 
built on factorization or discrete logarithm hard pro-
blems. It is widely assumed that such primitives are 
vulnerable to quantum algorithms. Shor’s algorithm32 

is a quantum algorithm that solves discrete logarithm 
and factorization problems in sub-exponential time 
complexity. So, if we continue to have the same crypto-
system, there is a chance that quantum computers will 
attack secure applications within polynomial time in the 
future. So, with a longer vision, more works are being 
done in quantum cryptography.33 As we have hard 
problems in traditional systems, such as discrete loga-
rithm, there are some hard problems in the quantum 
environment also such as lattice problems which 
prompted scientists to develop quantum cryptography 
algorithms. A survey on lattice-based cryptography 
implementations in software and hardware by 
Nejatollahi et al.34 gives an overview of existing algo-
rithms in post-quantum cryptography based on lattice 
problems. The authors worked on implementations 
which tackles different issues such as memory footprint, 
energy, security and, given some proposals for lattices in 
information security

Qiu et al.35 utilized the quantum cryptography con-
cepts to perform authentication in cloud-based applica-
tions. They showed the three-phase protocol: key 

Figure 12. Basic structure of blockchain.
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distribution, identity authentication, and digital certifica-
tion. Subsequently, Huang et al.36 proposed a group- 
based authentication protocol based on the lattice. 
Generally, lattice-based authentication uses Nth degree 
Truncated polynomial Ring Units (NTRU) asymmetric 
algorithms which are expensive. However, symmetry is 
used for group authentication in the proposed protocol. It 
has reduced time complexity and is secure against attacks, 
such as man-in-the-middle attacks, and replay attacks.36

Recently, Akleyak et al.16 introduced a new lattice- 
based authentication mechanism for the IoT environ-
ment. The authors proposed a scheme that depends on 
the Inhomogeneous Short Integer Solution (ISIS) pro-
blem in lattices. Theoretical security attack analysis and 
performance comparison using computation time analy-
sis have been done. Fu et al.33 did a focused survey on 
lattice-based expressive ABE. Since bilinear-based ABE 
will not be effective in the quantum era, lattice-based ABE 
is expected to be in the future, and already research is 
going on in this area. Multiple schemes expressed from 
lattices have been discussed and compared. This gives us 
a lot of new directions to utilize ABE in lattice spaces.

The latest SAC techniques are discussed so far. In 
ABAC, CP-ABE is utilized for its advantages and issues, 
such as key abuse and ciphertext security, are focused. 
RBAC technique has been enhanced with BC. Solutions 
using LDP and BC are provided for SAC. With greater 
vision, quantum-based AC also involved in SAC. 
Traditional SAC techniques are trying to get converted 
using quantum technologies. A summary of the dis-
cussed recent AC techniques is shown in Table 2. 
Generally, the performance of AC mechanisms is eval-
uated using time complexity. The secureness of the 
mechanisms is evaluated by performing the attacks 
over the proposed schemes and proving robustness.

Legend of Table 2 is as follows: AB: Attribute-Based 
Access Control, RB: Role-Based Access Control, BB: 
Blockchain-based Access Control, QB: Quantum-Based 
Access Control, Enc: Whether encryption is involved or 
not? SA: Whether Security Analysis is done or not? PA: 
Whether Performance Analysis is done or not?

Secure data storage

This section is dedicated to secure data storage in cloud 
systems. Generally, big data will be stored in the cloud 
before analytics. First, types of big data are classified and 
then securing techniques are detailed.

Big data types and their security

We produce an unbelievable amount of data 
every second as the internet age develops. By 2025, the 
amount of data on the internet are anticipated to reach 
163 zettabytes.37 There are numerous tweets, selfies, 
purchases, e-mails, blog entries, and other types of digi-
tal data. This big data can be divided into three cate-
gories: structured, unstructured, and semi-structured.38 

It is shown in Figure 13.

Structured data
Structured data are easy to examine and sort since they 
have predetermined organizational characteristics and 
are present in the structured or tabular schema. 
Additionally, each field is distinct due to its predeter-
mined nature and can be accessed alone or jointly with 
information from other fields. Because of that, struc-
tured data seem to be very beneficial and they enable 
quick data collection from diverse database locations.

Unstructured data
Unstructured data refer to information that is without 
any predetermined conceptual definitions and is diffi-
cult for traditional databases or data models to interpret 
or analyze. The majority of big data are made up of 
unstructured data, which include facts, dates, and num-
bers. Examples of this kind of big data include satellite 
imaging, mobile activities, audio, and video files. The 
amount of unstructured data are expanding as a result of 
the Instagram photos and YouTube videos we publish 
and watch.

Table 2. Summary of the recent SAC techniques.
Year Article AB RB BB QB Enc SA PA

2019 Yang et al.25 Yes No No No Yes Yes Yes
2019 Wang et al.23 Yes No Yes No No Yes Yes
2020 Hwang et al.22 Yes No No No Yes Yes Yes
2022 Chinnasamy et al.14 Yes No No No Yes Yes Yes
2022 Song et al.24 Yes No No No Yes Yes Yes

2021 Alshammari et al.27 No Yes No No No Yes Yes
2022 Kim et al.28 No Yes Yes No No Yes Yes

2019 Deep et al.31 No No Yes No No Yes Yes
2022 Li et al.15 No No Yes No No Yes Yes

2018 Qiu et al.35 No No No Yes Yes Yes Yes
2018 Huang et al.36 No No No Yes Yes Yes Yes
2022 Akleylek et al.16 No No No Yes Yes Yes Yes
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Semi-structured data
A combination of structured and unstructured data is 
semi-structured data, which means that it inherits a few 
characteristics of structured data and unstructured data. 
For instance, JSON and XML are semi-structured data.

The big data which we have collected has to be 
securely stored in the cloud since we rely on a third 
party for storage and analytics. Multiple 
mechanisms39–41 are available to protect the data in 
the cloud. The survey article presented by Cunha et -
al.38 showed the data type classification and privacy- 
preserving techniques for heterogeneous data such as 
encryption and obfuscation in detail. They proposed 
a privacy taxonomy that establishes a relation between 
data types and privacy-preserving mechanisms with 
privacy tools. The latest survey on general privacy- 
preserving techniques for data publishing in the cloud 
by Carvalho et al.42 focused on perturbative, non- 
perturbative, and de-associative techniques. The 
authors discussed technical solutions to the privacy 
issues in big data and did a tool exploration. Open 
issues such as dynamic data, big data, and distributed 
data privacy are projected at last.

In our paper, we are mostly focusing on the secure 
storage techniques of unstructured data. Because of the 
tremendous proliferation of digital images, organiza-
tions and people are increasingly turning to the cloud 
for image storage and computing. However, unen-
crypted upload increases the potential of privacy leak-
age, whereas basic encryption impedes the efficient use 
of data. Particularly sensitive images need privacy and 
security. Image data’s secure storage techniques are 
surveyed by Kaur et al.43 extensively with comparative 
analysis. They had taken 14 general image encryption 
evaluation metrics and compared those metrics with 
each image encryption technique such as chaotic map, 
elliptic curve, DNA coding, and fuzzy logic. After ana-
lyzing the pool of the literature on secure storage tech-
niques in the cloud, we have split the unstructured 
data’s securing techniques into three categories as 
shown in Figure 14.

Each technique has been explained in the following 
subsections with the work done in recent years.

Encryption

Encryption is a technique where the original data are 
converted into encrypted data which can be only 
retrieved back with the proper key. There are many 
image encryption techniques available as discussed in 
Kaur et al.43 We discuss spatial domain encryption 
techniques: chaotic maps and DNA cryptography in 
the following subsections.

Chaotic maps
The chaotic map is a field of study in mathematics that 
deals with dynamic systems exhibiting chaotic behavior. 
Every trivial change in the initial conditions of the 
system can produce substantial changes in the output. 
These maps can be either discrete or continuous.44 As 
these chaotic maps show randomness, they perform well 
in pixel confusion of image encryption. For example, 
Figure 15 shows the bifurcation diagram of logistic map. 
When r ϵ (3.5,4], map becomes chaotic.

In 2016, a secure and fast image encryption algorithm 
had been devised with S-boxes and hyperchaotic map-
ping by Abduljabbar et al.45 Their mechanism goes as 
follows: S-boxes generation, scrambling, and encryp-
tion. Different attack simulations had been simulated 
against the proposed mechanism. Instead of a single 
logistic map, a double logistic map had been used for 
image encryption by Pan et al.46 and produced better 
accuracy. In 2020, Wan Y et al.47 combined 
a hyperchaotic Qi system and a one-dimensional chao-
tic map to come up with a new image encryption 
scheme.

Huang et al.48 employed a 3D non-equilateral Arnold 
transformation and hyperchaotic system to devise 
a novel bit-level encryption algorithm for images. 
A perturbing encryption method with homomorphism 
is detailed in Cheng et al.39 In the encrypted domain, 
homomorphism assures information security and the 

Figure 13. Types of big data.

Figure 14. Secure storage techniques.
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preciseness of discrete wavelet transformation. This 
approach allows the watermarking procedure to be exe-
cuted in a risky outsourced environment while produ-
cing a watermarking effect comparable to the plaintext 
equivalent.

Since health care become increasingly important and 
concentrated, Ahmed et al.49 specifically focused on 
medical images and applied “encryption and then com-
pression” technique to achieve better accuracy. In an 
image, the proposed method preserves information 
which is crucial and necessary for correct diagnosis 
and significantly reduces the image size. Devised 
method49 provides security to enable telemedicine 
application of e-Health services.

DNA cryptography
Data hiding methods using the deoxyribonucleic acid 
(DNA) sequence are known as DNA cryptography. In 
this cryptographic process, each letter of the alphabet is 
transformed into a unique combination of the four 
bases that make up human DNA: adenine (A), guanine 
(G), cytosine (C), and thymine (T).50 Table 3 shows the 
eight DNA encoding rules.

Moosavi et al.40 proposed an efficient and secure 
mutual authentication scheme based on the Elliptic 
Curve Cryptography (ECC) and the Quark lightweight 
hash design with added DNA Cryptography. Bao et al.51 

also designed an image encryption algorithm combining 
compressed sensing and DNA coding, which achieves 

better performance and more security. Both research 
studies used DNA encoding for pixel substitution.

Scrambling

This section presents how scrambling technique is used 
in secure image storage in the cloud. Data scrambling is 
a technique of altering or obfuscating sensitive informa-
tion, a technique typically used to protect data’s secrecy. 
In an image, usually, scrambling is done by shifting 
pixels, permutations, etc.

A safe image encryption system with a scrambling 
method based on Compressed Sensing (CS) is devel-
oped by Choi et al.52 They adopted a sparse measure-
ment matrix for efficient encryption, with non-zero 
elements generated by a key stream generator based on 
an Linear Feedback Shift Register (LFSR). Then, for 
diffusion, additional pairs of data scramblers, likewise 
based on LFSR, are attached behind the CS encryption. 
A new word-oriented feedback shift register technique 
was utilized in Amit Arora et al.53 to achieve confidenti-
ality of data with better performance.

The robust image steganography is focused on the 
work done by Sukumar et al.54 which exploits Laplacian 
pyramid, Arnold scrambling, Redundant Integer 
Wavelet Transform (RIWT), and histogram shifting 
algorithm to facilitate secure communication of secret 
images in the medical context. Binary map, block, and 
pixel permutation with order-preserving encryption is 
being utilized in Xia et al.55 which preserves the privacy 
and local binary pattern features of the images. These 
scrambling techniques are tested against chosen- 
ciphertext attacks and histogram analysis and proved 
robustness.

Blockchain and other techniques

In addition to encryption and scrambling technologies, 
a variety of solutions are available for secure cloud data 
storage. This subsection explains a few of these techni-
ques. In most of the secure publishing schemes 
using BC, it has been used as a place where data can 
be kept securely as in a database. Ali et al.56 introduced 
a trustworthy audit log management system using BC 
for cloud computing to prevent any malicious activities 
even by administrators. Their proposed system satisfies 

Figure 15. Logistic map – bifurcation diagram.

Table 3. DNA encoding rules.
Bits I II III IV V VI VII VIII

00 A A G C G C T T
01 G C A A T T G C
10 C G T T A A C G
11 T T C G C G A A
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correctness, forward security, and protection against 
corruption.

Vetriselvi et al.57 devised a simple mechanism to 
store sensitive medical information in the BC . The 
heartbeat dataset is taken and classified as critical and 
noncritical beats, and which patient needs surgery has 
been inferred from that classification. Those patient’s 
detailed EHR is maintained in the BC which prevents 
tampering of data and provides forgery prevention. 
Alqaralleh et al.58 also secured IoMT data with the 
help of BC technology. Instead of storing the sensitive 
data in an encrypted form, a secure hash of those sensi-
tive data has been stored in BC-enabled cloud storage. 
ECC is utilized for encryption, and the Deep Belief 
Network (DBN) is exploited to classify and predict the 
disease based on IoMT data. The performance of the 
proposed technique is measured by the retrieval speed 
of the encrypted data in a BC. A secure framework for 
big data by using fragmentation and BC technology is 
implemented by Alhamzi et al.59 First, Big Data is clas-
sified first as nonsensitive, low sensitivity, and highly 
sensitive data; then if the data are highly sensitive, it gets 
fragmented, encrypted, and stored in the BC.

It is known that DP (explained in the later section) is 
an undisputed criterion that guarantees provable priv-
acy. Due to the lack of a clear qualification on the 
meaningful difference between any two images, the 
application of DP on unstructured data such as images 
is not trivial. The article by Lio et al.,60 for the first 
time, introduced a DP image which is a novel notion of 
image-aware DP. DP image can protect user’s personal 
information in images, from both human and AI 
adversaries just by adding noise in the image feature 
vector.

In secure storage, there are two types. One category 
where secure operations are done over raw data and 
secured in insecure storage as encryption and 

scrambling techniques. Another type of raw data is 
getting stored in secure storage platforms such as BC. 
Both methods are secure where secure storage will be 
more expensive and retrieval operations are tedious. So, 
most of the cloud platforms utilize the first method. 
Table 4 briefly summarizes the secure storage techni-
ques discussed so far in this section. To analyze the 
secureness of the storage mechanism, multiple attack 
analyses are available such as noise attack analysis, dif-
ferential attack analysis, and so on. The performance of 
the mechanism is evaluated using histogram analysis 
and speed analysis.

Legend of Table 4 is as follows: Enc: Encryption, Scr: 
Scrambling, BC: Blockchain, Technique: Exact techni-
que used within the category, SA: Whether Security 
Analysis is done or not? PA: Whether Performance 
Analysis is done or not?

Secure and private learning techniques

Big Data at rest will not provide us with trends. It needs 
to be analyzed and visualized to extract interesting pat-
terns from it. There are four different kinds of analytics 
in Big Data as explained in the introduction: predictive, 
descriptive, prescriptive, and diagnostic.4 Predictive 
analytics is our research area in focus and is becoming 
a trending analytics technique. Typically, data analytics 
involves Data Mining (DM) and AI techniques when it 
comes to Big Data. In AI, we have ML and DL techni-
ques for learning patterns and for finding hidden 
information.3 This section is dedicated to secure and 
private learning techniques of BDA in the cloud.

We are using millions of data for learning, but are we 
protecting those while training? “No”. The security of 
the model is questionable when it comes to the learning 
of sensitive data in critical cloud applications, such as 
medical imaging, smart city, IoV, etc. Figure 16 shows 

Table 4. Brief summary of secure data storage techniques.
Year Article Enc Scr BC Technique SA PA

2018 Pan et al.46 Yes No No Double Logistic Map Yes Yes
2020 Huang et al.48 Yes No No Hyperchaotic Map Yes Yes
2020 Wan Y et al.47 Yes No No Hyperhaotic Qi Map Yes Yes
2022 Abduljabbar et al.45 Yes No No Hyperchaotic Map Yes Yes
2022 Cheng et al.39 Yes No No Watermark Yes Yes
2022 Ahmad et al.49 Yes No No Compression Yes Yes
2022 Moosavi et al.40 Yes No No ECC and DNA Yes Yes
2022 Bao et al.51 Yes No No CS and DNA Yes Yes

2021 Sukumar et al.54 No Yes No Arnold Scrambling Yes Yes
2021 Xia et al.55 No Yes No Permutations Yes Yes
2022 Choi et al.52 No Yes No LSFR Yes Yes
2022 Arora et al.53 No Yes No WSFR Yes Yes

2020 Vetriselvi et al.57 No No Yes CNN Yes Yes
2021 Ali et al.56 No No Yes - Yes Yes
2021 Alquaralleh et al.58 No No Yes ECC and DBN Yes Yes
2022 Alhazmi et al.59 No No Yes Fragmentation Yes Yes
2021 Liu et al.60 No No No Differential Privacy Yes Yes
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the learning techniques that we are interested in and 
which are widely used in predictive analytics in the 
cloud.

In our survey, we focused on securing learning tech-
niques ML, DL, and federated learning (FL) that are 
mostly used for BDA. Some surveys talk about the 
security and privacy of BDA in the cloud. Tran et al.8 

comprehensively conducted a scenario-based survey on 
private data analytics and proposed a taxonomy of priv-
acy-preserving BDA in the cloud along with open future 
research directions. Pramanik et al.10 also critically ana-
lyzed secure and privacy-preserving BDA methodolo-
gies. They also developed a new four-dimensional 
framework for studying and building the next genera-
tion of privacy-preserving BDA solutions. Recently, Yin 
et al.61 surveyed privacy-preserving federated learning 
(PPFL) and designed a 5W scenario-based taxonomy 
that helps to categorize PPFL techniques.

After referring to multiple research articles on secure 
and private BDA,62–64 we survey how these learning 
techniques can be secured and the privacy of the 
model can be preserved. Our studies focused on two 
major techniques: homomorphic encryption (HE) and 
DP in secure and private learning. A brief overview of 
the learning techniques is given before discussing how 
secure and privacy techniques are applied to learning 
modules.

The term AI refers to a collection of tools and tech-
nologies that can analyze data, categorize it, and make 
intelligent decisions based on specified factors. AI’s 
main goal is to make robots learn and think like people 
while also improving their problem-solving abilities. 

Simply expressed, ML and DL are subsets of AI, whereas 
AI is a general term.

Learning techniques

Machine learning
The main idea of ML is to teach the algorithm how to 
learn on its own, store that information, and utilize it to 
make further inferences. A large enough dataset and the 
necessary features are important for an ML system to 
learn.

Deep learning
DL is popularly used in the most predictive data analy-
tics nowadays. The technology’s fundamental idea is to 
develop something resembling the human brain and to 
train the model to receive, classify, and interpret infor-
mation in the same way that the brain does, using neural 
connections, or neural networks.

Federated learning
FL is an arising incipient discipline sometimes known as 
collaborative learning.61 It deploys DL or ML algo-
rithms on local datasets present across various decen-
tralized edge devices or servers. The local dataset is not 
shared as opposed to the centralized ML techniques 
where all the local datasets are uploaded to a single 
server. It also differs from traditional decentralized tech-
niques, which assume that the local dataset is uniformly 
distributed. Figure 17 depicts the fundamental structure 
of FL.

Figure 16. Major learning techniques.
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Upcoming subsections describe how ML, DL, and FL 
use HE and DP.

Homomorphic encryption

HE is one of the major techniques to provide secure and 
private learning in the cloud. HE is a kind of encryption 
that allows third parties to do arithmetic computations 
directly on ciphertexts without deciphering them. HE is 
invented by Rivest et al.65 in 1978. Let us say, mx and my 

are the plain texts and E(mx) and E(my) are the cipher-
texts, then 

EðmxÞ þ EðmyÞ ¼ Eðmx þmyÞ (1) 

Adding the ciphertexts E(mx) and E(my) is equiva-
lent to the encryption of added plain texts mx and 
my (E(mx+my)) as shown in Equation (1). HE has its 
own limitations: It works only with integers, cipher-
text size increases, while encryption and noise will 
get increased in ciphertext after each encryption. The 
initial version of HE was called partial HE that 
allows only addition or multiplication over cipher-
texts. Later, fully homomorphic encryption (FHE) 
was developed which is capable of supporting more 
analytics over ciphertexts.66

ML algorithms work well with HE in protecting the 
privacy of training data. The article by Han et al.67 

presented the way to apply logistic regression over 
homomorphically encrypted data efficiently which pre-
serves the privacy of the learning data. A novel HE 
framework68 over non-abelian rings has also been devel-
oped and applied over ML training for privacy preserva-
tion with better efficiency.

DL also utilizes the HE. DL over homomorphically 
encrypted data has been experimented with by 
Hesamifard et al.69 They encrypted the training data 
using HE and modified the approximation of activation 

functions (lowest degree polynomial) of each layer in 
DL to achieve the privacy of training data. Polynomial 
approximations are taken from the derivative of each 
layer’s active function methods. The developed model 
with new approximation methods has been compared 
with existing learning algorithms over encrypted data. 
FHE allows more operations to be performed on 
encrypted data which allows us to apply deep neural 
network algorithms directly to encrypted data and 
return encrypted results without compromising security 
and privacy. Multikey FHE and double encryption with 
FHE have been introduced with collaborative DL in Li 
et al.70 This method provides more privacy of data and 
the DL model. Privacy-preserving face recognition 
application has been developed and experimented with 
the proposed FHE technique.

Not only in DL but in FL also, HE places a major role. 
In 2020, Madi et al.62 proposed a model to protect the FL 
framework with HE and verifiable computing for the 
Paillier cryptosystem. Subsequently, Zero Knowledge 
Proof (ZKP) has been added with FL in Guo et al.71 

and Nguyen et al.72 The best way for a prover to demon-
strate to a verifier that a “particular statement is true” 
while avoiding providing any further information other 
than the fact that “the statement is true” is through the 
use of ZKP. Park et al.63 proposed a PPFL for cloud 
computing-based service scenarios using individual HE 
private keys. In FL, instead of training data, only weights 
of models are encrypted using HE. Weights of models 
have been aggregated in a centralized server without 
knowing it which reduces the computational complexity.

Apart from learning techniques, simple data processing 
algorithms also use HE to provide security. Secure data 
aggregation technique utilized HE technique with SGX in 
Silva et al.73 They have taken smart grid applications and 
demonstrated secure aggregation with utility preservation 
and privacy. Based on the analysis of HE, FL makes use of 
HE’s advantages for secure and private learning.

Differential privacy

This section is more focused on DP mechanisms which 
help to do secure and private learning in the cloud. DP is 
a privacy-preserving technique introduced by Dwork in 
2006.74 It guarantees that the overall statistics of 
a dataset remain unchanged despite the change in 
a single tuple. For example, any algorithm “X” satisfies 
ϵ-differential privacy (ϵ-DP) if it satisfies the following 
equation 2: 

Prob½XðD1Þ ¼ Ts � exp �ð ÞProb� ½XðD2Þ ¼ Ts� (2) 

where Ts denotes a set of tuples, D1 and D2 are any two 
datasets differing in only a single tuple, and ϵ is the 

Figure 17. Federated learning.
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privacy budget which is an important factor in DP. It 
lies in the range of 0 (minimum-ϵ) and 1 (maximum-ϵ). 
The most used standard that can offer a verifiable priv-
acy guarantee is DP.

There has been a lot of research interest in privacy- 
preserving ML in recent years.75–77 ML techniques 
(logistic regression, SVM, etc.) with the DP scheme 
derive insights from data while protecting individual 
data privacy. In simple image classification using 
SVM, the privacy of the training images is protected 
using ϵ-DP with Laplace noise in the article presented by 
Senekene et al.78 In clustering, ϵ-DP has been utilized by 
Kaplan et al.79 and Chaturvedi et al.80

A crucial step toward DP is the addition of noise. 
Abadi et al.81 added noise in the gradient component of 
the stochastic gradient descent algorithm to preserve the 
privacy of training data. Authors trained the model 
using MNIST with 97% accuracy and CIFAR-10 with 
73% accuracy. Subsequently, Nasr et al.82 presented 
a simple framework for privacy analysis of DL in 2019 
using white-box membership inference attacks then 
they slightly tuned the performance using denoising in 
2020.83 When it is collaborative learning, privacy 
becomes important among the participants. This chal-
lenge has been resolved by Zhao et al.84 using ϵ-DP. To 
avoid potential privacy leakage from sharing model 
parameters, in the training process, the objective func-
tion of the neural network was perturbed using 
a functional mechanism. They proved that the system 
is robust against unreliable participants.

In FL, Zhao et al.64 introduced DP while sharing the 
model parameters with the centralized cloud. Here, the 
noise is added with model parameters before sending it 
for aggregation. The same method has been tried to be 
adapted in cyber-physical systems by Zhang et al.85 with 
the added chaotic system. According to the DP study, 
DL utilizes the advantages of DP in private and secure 
learning. As previously explained, DP can be used in AC 
mechanism24 and secure storage technique60 also in 
recent days.

Other techniques

Other than HE and DP, there are other strategies for 
securing learning processes. This section examines a few 
of these strategies. Secure multi-party computation 
(otherwise called secure computation or privacy- 
preserving computation) is a subdivision of cryptography 
that seeks to develop methods that allow parties to jointly 
compute a function over their inputs while keeping those 

inputs private. Ryffle et al.86 added MPC with DP in FL to 
provide a more secure and private FL framework.

BC is also used to preserve the privacy and security of 
data analytics. In FL, BC has been introduced for secure 
analytics by Li et al.87 and Kumar et al.88 In the recent 
days, trusted computing has become popular with the 
greater availability of trusted hardware such as ARM 
trustzone, Intel SGX, etc. Data analytics in those trusted 
execution environments are also experimented and 
verified.89,90 The main drawback of the trusted hard-
ware is its expensiveness.

There exist different methods to secure the learning 
techniques such as HE, DP, BC, and Trusted Hardware. 
Here also, BC and hardware give us secure environment 
to do analytics whereas HE and DP operate directly on 
the data before learning them. Hardware solutions are 
expensive. Data-oriented solutions are fast and cost- 
effective in the cloud. Table 5 shows an overview of 
recent secure learning techniques discussed. In general, 
the performance of the secure and private learning 
techniques is measured by the model’s accuracy after 
the proposed technique is applied. The secureness of the 
technique is evaluated by simulating the attacks over the 
model and by checking its robustness against the attack.

Legend for Table 5 is as follows: LT: Learning 
Technique, HE: Homomorphic Encryption, DP: 
Differential Privacy, Techniques: Techniques used in 
secure and private learning technique, SA: Whether 
Security Analysis is done or not? PA: Whether 
Performance Analysis is done or not?

Big data applications - expects secure and 
private data analytics

In the Big Data era, most cloud applications utilize BDA. 
The domains that process or handle user-sensitive data 
provide more importance to secure and private data 
analytics in the cloud. Figure 18 shows the major 
domains of health care, telecom, finance, and automobile 
which analyzes more sensitive big data.

A recent article by Ngyan et al.91 surveyed smart 
health-care analytics which requires security and 
emphasizes the importance of private BDA in health 
care. The finance sector inevitably needs privacy and 
security when it comes to distributed BDA in the cloud. 
In the next generation network, IoV plays a major role. 
PPFL in IoV is captured by Li et al.92 with practical 
scenarios. It is clear that whenever user-sensitive data 
is used for BDA in cloud applications, maintaining the 
security of the data as well as the privacy of the user is 
unavoidable.
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Open issues and future research directions

After a brief survey on any key research area, it is 
important to provide future research directions in 
the research domain. In recent days, BDA has 
attracted multiple fields where privacy and security 
are also more concerned. A lot of research work is 
going on in this big data security and privacy 
research field. Still, there are opportunities for us to 
work on this area. In this section, we have discussed 
some research problems which have to be addressed 
in this research area and come up with a framework 
for “secure and private BDA in the cloud” as 
depicted in Figure 19 for future applications.

Following open research directions could be taken 
further and develop the research area.

● In a Big Data era, FL is becoming a next-generation 
learning technique that needs more privacy. In the 
cloud, Private FL as a service would be 
a challenging research problem.

● More learning algorithms are running over the 
cloud where we are relying on mostly third parties. 
So, Designing trusted learning algorithms should 
be focused on.

● Hardware security exploitation in BDA in the 
cloud could be the next challenging research area.

● Developing data-oriented secure and privacy- 
preserving techniques should be considered.

● Distributed secure storage solutions with dynamic 
data population.

● Developing auto ML for privacy limitation in sen-
sitive applications.

● In SAC.
○ Combination of techniques can be utilized (e.g.: 

LDP+BC in RBAC).
○ Quantum-based ideas can be incorporated to 

improve the security.
○ Single solution for multiple issues such as plain 

text policy and key abuse can be introduced.
○ Data integrity centric SAC is on demand.
○ Hardware-based SAC could be devised.

● A lot of secure storage mechanisms involve encryp-
tion which added an overhead of more execution 
time and excess storage. So, a memory-efficient and 
fast secure storage mechanism can be focused on.

● We are moving toward the quantum era. So, devel-
oping secure systems based on post-quantum cryp-
tography creates more research problems in that 
domain.

Table 5. Comparison among the secure and private learning techniques.
LT Year Article HE DP Techniques SA PA

ML 2019 Han et al.67 Yes No - Yes Yes
ML 2020 Li et al.68 Yes No HE over NE rings Yes Yes
DL 2017 Hesamifard et al.69 Yes No - Yes Yes
DL 2017 Li et al.70 Yes No Multi Key Yes Yes
FL 2020 Guo et al.71 Yes No ZKP Yes Yes
FL 2021 Madi et al.62 Yes No VC Yes Yes
FL 2022 Nguyen et al.72 Yes No ZKP Yes Yes
FL 2022 Park et al.63 Yes No Private Keys Yes Yes
ML 2018 Kaplan et al.79 No Yes - Yes Yes
ML 2019 Senekane et al.78 No Yes - Yes Yes
ML 2020 Chaturvedi et al.80 No Yes - Yes Yes
DL 2016 Abadi et al.81 No Yes - Yes Yes
DL 2019 Nasr et al.82 No Yes - Yes Yes
DL 2020 Nasr et al.83 No Yes Denoising Yes Yes
DL 2020 Zhao et al.84 No Yes - Yes Yes
FL 2021 Zhao et al.64 No Yes - Yes Yes
FL 2021 Zhang et al.85 No Yes Chaotic System Yes Yes
FL 2018 Ryffel et al.86 No Yes MPC Yes Yes
FL 2020 Li et al.87 No No Blockchain Yes Yes
FL 2021 Kumar et al.88 No No Blockchain Yes Yes
FL 2022 Burkhalter et al.90 No No Intel SGX Yes Yes

Figure 18. Major domains.
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Figure 19. Framework for secure and private BDA.

Figure 20. Overall summary of the survey.
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Summary and conclusion

In a Big Data era, BDA is in every critical domain which 
handles sensitive data. It is known that sensitive data 
should be kept and processed securely as well as pri-
vately in the cloud. This article comprehensively sur-
veyed the secure and privacy-preserving BDA in the 
cloud. It majorly focused on three secure subsystems: 
SAC, secure data storage, and secure and private BDA. 
SAC could be provided using role-based, attribute- 
based, BC-based, and quantum-based mechanisms. 
Encryption, scrambling, and BC-based approaches are 
used to secure unstructured data storage. Secure and 
private learning is achieved through HE and DP. 
Given the rapid advancement of quantum computing, 
secure and private BDA may eventually be developed 
using quantum cryptography techniques in the future. 
Figure 20 shows the overall summary of the topics 
discussed in this survey.
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